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Abstract

Malware detection is a major security problem that has been promisingly tackled via Ma-
chine Learning (ML) approaches. The viability of using ML for malware detection has been
challenged by the construction of Adversarial Examples (AEs) that can bypass ML-based
detectors. The State-Of-The-Art (SOTA) in AE generation is the use of Generative Adver-
sarial Networks (GANs). The major drawback of GAN-based malware generation is that
changes in the feature space rarely map back to the problem space, i.e., the proposed changes
cannot be converted into actual binaries. At the same time, the world was introduced to
new Large Language Model (LLM) solutions. Previous work has demonstrated that LLMs
can generate malware from behavioral descriptions. We here propose coupling the two tech-
nologies to make the creation of viable AEs efficient. We believe that the adversarial feature
space generated by a GAN can be converted to a real binary in the problem space by an
LLM-powered generative Al. To test this hypothesis, we implemented 3 malware-generation
GANs and integrated them with GitHub Copilot to generate and compile code. We let the
GANSs inform GitHub Copilot about the need to add or remove functions to/from a binary
to implement a mimicry attack. We generated thousands of malware variants informed by
GAN’s decisions and discovered that they can bypass ML detectors and real AVs.

Keywords: This is the archived version of the paper.



1 Introduction

Malicious Software (Malware) is a major security threat to modern computer systems, motivat-
ing the development of myriad detection solutions. The most successful solutions for malware
detection currently rely on machine learning (ML) for binary classification [I5]. The successful
use of ML, however, has been challenged by the creation of Adversarial Examples (AEs) [21]
that fool detection systems, i.e., malicious constructions classified as benign by ML systems.

Multiple AE creation strategies have been proposed over time [I7, 20], with Generative
Adversarial Networks (GANs) being currently the State-Of-The-Art (SOTA) approach. GANs
consist of two neural networks (a generator and a discriminator) that fight each other for the
best learning [23]. In the AE malware case, generators produce new malware samples, and
discriminators detect them. A well-trained generator can point out a set of features that, if
present in a sample, make it bypass a detector similar to the trained discriminator (attack
transference [22]).

AE generation using GANs has a major drawback: its manipulation occurs in feature space
(feature vectors), whereas the malware detector operates on the binary file (the problem space),
creating a gap (the feature-problem space gap [42]). This gap means that some constructions
possible in the feature space cannot be transferred to the problem space. For instance, a GAN
might suggest that incorporating two given libraries could make the sample evasive, but if these
two libraries are incompatible (e.g., different endianness, architectures, dependencies, etc.), a
working binary cannot be generated. GAN’s limitation to operate in the feature space has led
to the wrong impression that GAN-generated malware was not a primary source of concern
in practice, such that whereas many security actors, such as AntiVirus (AVs) companies, were
aware of GAN malware [I1], they had believed so far that the widespread use of GANs is not
practical yet given the need for inverse feature generation.

However, at present, we observe the emergence of Large Language Models (LLMs) |10}
31, 27|, powerful ML models capable of generating text and even code in many programming
languages [19]. Previous work on LLM suggested that LLMs could be used to write malware [25].
In this case, many security players, including AV companies, believe that LLMs lower the barriers
for attacks [47]. Our concern in this paper is even beyond that. We believe that attackers
might couple LLMs and GANs to bridge the feature-problem space gap, i.e., using LLMs to
generate on-demand code for the feature vector produced by a GAN. Once feasible, attackers
could launch large-scale campaigns powered by automated malware generation. This scenario
becomes increasingly plausible as Anthropic reports the first Al-generated malware campaign in
the wild [4].

Therefore, in this work, we investigate the malware generation process by a combination of
GANs and LLMs to understand (i) the potential and the limits of their use by attackers when
evading Machine Learning (ML)-based and AntiVirus (AV) detection systems; and (ii) how to
protect users from these threats, such as via using these same technique for data augmentation
in adversarial retraining procedures.

Specifically, we test the GAN-LLM hypothesis by implementing a framework to automatically
generate malware using GANs and LLMs. Whereas multiple works proposed GANs for malware
generation [28] 49, 48], no previous work generated malware on-demand but only adapted existing
malware. Also, whereas previous work proposed using GPT-3 for malware generation [7] as a
viable strategy, this approach presented multiple constraints, which we here relax by moving
the implementation from GPT-3 [10] to GitHub Copilot [26]. We developed an automation tool
for the Copilot VSCode extension that automatically inserts prompts and retrieves generated
code. It allowed us to couple GitHub Copilot with the GANs as if it were an API. We generated
AEs by (i) taking the GAN’s boolean vector of which functions the malware should present and
(ii) generating prompts from it to ask GitHub Copilot to include or not these functions in the
generated code. We added functions as dead code and removed them via dynamic loading. We



performed large-scale tests to evaluate our proposal.
Contributions. In summary, our contributions are the following:

e We propose a framework that uses GitHub Copilot as a code-generation API and evaluate
its use as a malware-generation tool, complementing prior work that considered only the
pure GPT-3 model. We open-source the framework for the community.

e We propose the combined use of GANs and LLMs to bridge the gap between the feature-
problem space for automatic malware generation. We deploy this idea within an open-
source framework.

e We conduct a systematic evaluation of the proposed solution to characterize the use of
GANs and LLMs for malware generation, thereby complementing and broadening the
pioneering work in the field.

Findings. In sum, we discovered that:

e GitHub Copilot still requires multiple attempts per malware building block to generate
functional code, as with prior GPT -3 work. However, GitHub Copilot generates more
blocks and more diverse blocks per request, making it more effective in the long tail.
GitHub Copilot-generated samples exhibit a wide range of AV detection rates (from low
to high), as do GPT-3’s samples.

e GANs are effective AE generators (up to 99% ASR) even in high-dimensional cases. We
extended the generation problem from 150 functions (previous work) to 1500. However,
in most cases, naive GANs remove binary functions, thereby breaking their functionality
and necessitating our GAN-LLM approach to fix them.

e Coupling GitHub Copilot and GANs for malware generation effectively evades ML models
and real AVs (up to 20) by generating binaries with function insertions and removals that
preserve their functionality.

Organization. This paper is organized as follows: In Section [2| we present background in-
formation on automated malware generation to highlight our contributions; In Section [3, we
presented related works to better position our contributions; In Section [l we introduce our
developments for coupling GANs and LLMs for malware creation; In Section [5] we evaluate the
proposed solution; In Section [6] we draw our conclusions.

2 Background

In this section, we recap the working of GANs, LLMs, and malware generators to foster the
understanding of our proposed solution.

2.1 GANSs for malware generation

The general structure of any AE generation process consists of a generator that takes malware
samples detected as such as input and modifies them so they are detected as goodware by a target
detector. The more guided the generation process is, the more efficient the process, i.e., the more
evasive attacks are generated with fewer attempts. A challenge in real scenarios is obtaining
information about the target detector to guide operations. In most cases, target detectors are
black-box models with limited query access. To overcome this limitation, substitute models are
used aiming attack transference.

Figure[I]shows the overall architecture of GAN in the context of malware generation. In sum,
the generator generates new malware samples/features, and the discriminator detects them. The
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Figure 1: GAN Architecture. MalGAN [28] used as a reference.
GAN Architecture.

generator takes a malware sample and some noise as input. The noise is used to perturb the
malware sample/feature vector. The new malware sample and the goodware samples are labeled
by a target detector. The labels provided by the detector are used to train a discriminator. The
discriminator works as a substitute model for the target model. The discriminator’s information
is used as feedback to guide the generator’s perturbations. The trained discriminator may later
be used as a standalone malware detector.
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Figure 2: Malware generation using the generator. The functions present in the feature
vector generated by the generator must be added to the binary via a patching mechanism.
Malware generation using the generator.
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The inputs to GANs are typically features extracted from malware and goodware binaries.
However, the modifications performed by the generator happen in the feature vector. To create
real malware, the feature vector must be converted back into a valid binary, as shown in Figure
A major drawback of this approach is that there is no guarantee that such mapping exists. For
instance, if the GAN represents binary functions in a feature vector, a generator might identify
that removing that feature makes the binary evasive. This modification does not map to a viable
real-world binary if removing the function would break the binary’s functionality. The solution
for this problem in the literature so far has been to avoid removing features, but this limits the
GAN’s power. Similarly, problems arise when adding new features, since functions and libraries
present in a feature vector might not be compatible with the actual binaries. We proposed
solving these problems by using an LLM to generate code for the feature vector’s functions on
demand, preserving both functionality and stealth.

2.2 LLMs for malware generation

Many works proposed LLMs for malware generation (Sec. . Their common challenge is prompt
engineering, i.e., defining the instructions to provide to LLMs to guide code generation. In this
work, we adopt and extend the prompt engineering proposed by Botacin [7], as it is the first
strategy formalized in the academic literature. Thus, it is key to understand the assumptions
of this previous work to understand our methodology, so here we present our understanding of
the key findings of Botacin’s work:

o [t designed prompts to generate representative malware behaviors. We reuse these prompts
as seeds for our generation.



e [t focused on generating C code that relies on the native Windows API. We follow this
same practice.

e [t developed a divide-and-conquer strategy to split malware generation into 10 building
blocks that don’t trigger LLM’s alignment violations. We use this same strategy in this
work.

e It built, compiled, and tested the building blocks both individually and as part of a com-
plete malware sample. We repeat this strategy here.

e [t eliminates hallucination issues in functional testing. We adopt the same strategy.

e [t is assumed that the LLM-based malware generation strategy would be used as an exploit
kit, relying on post-processing scripts to fix minor generation bugs and assemble the final
malware code. Here, we repeat this strategy and adopt the post-processing fixes.

e It creates a strategy in which individual building blocks are combined exponentially to
produce malware variants, which are then compiled into a functional binary. We also
adopt this same strategy.

In sum, we repeat the generation strategy of previous work, but instead of using a fixed
prompt, as in previous work, we propose that the developed GANs refine our prompts using a
list of (non-)allowed functions.
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Figure 3: LLM Malware Generator. A prompt describing the malware behaviors is used to
describe building blocks that are individually generated and then assembled into a binary.
LLM Malware Generator.

Figure (3| illustrates the malware code generation process. An attacker specifies a list of
behaviors to be present in the malware sample. The behaviors are mapped to pre-established,
specially crafted prompts. The prompts are passed through the LLM to generate code. Multiple
requests are made to ensure that multiple code versions are generated. Each generated code
piece is compiled into a malware building block. The building blocks are assembled into a single
sample using different combinations, yielding malware variants. The most evasive variant is
identified. The major limitations of this initial approach are (i) the need for manually specifying
the prompts and (ii) the code generation power of the LLM. In this work, we overcome the first
limitation by coupling a GAN to the pipeline to generate the prompt request, and the second
by automating the use of a programming-specific code-generation LLM as an API.

2.3 Removing Functions from Static Analysis Sight via Runtime Loading

To understand the idea of making a sample evasive via function removal, it is key to understand
how a function can be removed from view in static binary analysis. When no instructions are
provided to GitHub Copilot (or any other LLM), it tends to generate code that uses functions
from libraries linked at compile time. This causes the function and library names to be included
in the PE file header, enabling static detectors to identify them. Code [1] illustrates the real
case where, during one of our requests to write code to decode base64 strings, GitHub Copilot
produced code for compile-time linking.



1 |// Write in C
2 |// Use the Windows API
3 |// Write a function that takes a buffer and its size as arguments and
returns the buffer content decoded from base64
4 |// The function prototype is int Decode_Base64 (void *encoded, int size,
void *decoded);
5
6 | int Decode_Base64(void *encoded, int size, void *decoded){
7 DWORD dwDecodedSize = O0;
8 BOOL bResult;
9 bResult = CryptStringToBinary(encoded, size, CRYPT_STRING_BASE64, NULL,
&dwDecodedSize, NULL, NULL);
10 if (!bResult){
11 printf ("CryptStringToBinary_ failed: %d\n", GetLastError());
12 return O;
13 }
14 bResult = CryptStringToBinary(encoded, size, CRYPT_STRING_BASE64,
decoded, &dwDecodedSize, NULL, NULL);
15 if (!bResult){
16 printf ("CryptStringToBinary, failed: %d\n", GetLastError());
17 return O0;
18 }
19 return dwDecodedSize;
20 |}

Code 1: Original Prompt and Code. CryptStringToBinaryW is called directly as it is linked
statically.

An alternative implementation of this function would replace compile-time linking with run-
time linking, in which libraries are only added to the process’s address space on demand. Code
exemplifies a real case from our experiments in which GANs requested that GitHub Copilot gen-
erate the same function as in Code[I} but now using runtime linking. GAN inserts an additional
prompt instruction automatically (last line) based on its identified feature vector. Since it states
that the CryptStringToBinaryW function should be removed from the PE header, one way to do
so without breaking binary functionality is to move the function from compile-time to runtime
linking. As a result, the function and library names will not appear in the PE file header. In this
case, the LoadLibrary (line 9) and GetProcAddress (line 12) functions are used to dynamically
retrieve the library and function handles, which are then used normally (line 18).



1 |// Write in C
2 |// Use the Windows API
3 |// Write a function that takes a buffer and its size as arguments and
returns the buffer content decoded from base64
4 |// The function prototype is int Decode_Base64 (void *encoded, int size,
void *decoded);
5 |// Load the CryptStringToBinaryW function from the crypt32.dll library
dynamically
6
7 |int Decode_Base64(void *encoded, int size, void *decoded){
8 int decoded_size = 0;
9 HMODULE hModule = LoadLibrary("crypt32.d11");
10 if (hModule != NULL){
11 typedef BOOL(WINAPI *CryptStringToBinaryW_t) (LPCWSTR pszString, DWORD
cchString, DWORD dwFlags, BYTE *pbBinary, DWORD #pcbBinary, DWORD
*pdwSkip, DWORD x*pdwFlags);
12 CryptStringToBinaryW_t CryptStringToBinaryW = (CryptStringToBinaryW_t
)GetProcAddress (hModule, "CryptStringToBinaryW");
13 if (CryptStringToBinaryW != NULL){
14 WCHAR *encoded_w = malloc((size + 1) * sizeof (WCHAR));
15 MultiByteToWideChar (CP_UTF8, 0O, encoded, size, encoded_w, size);
16 encoded_w[size] = 0;
17 DWORD dwFlags = CRYPT_STRING_BASE64;
18 CryptStringToBinaryW (encoded_w, size, dwFlags, NULL, &decoded_size,
NULL, NULL);
19 if (decoded_size > 0){
20 BYTE *decoded_b = malloc(decoded_size);
21 if (decoded_b != NULL){
22 if (CryptStringToBinaryW(encoded_w, size, dwFlags, decoded_b, &
decoded_size, NULL, NULL)){
23 WideCharToMultiByte (CP_UTF8, 0, (WCHAR *)decoded_b,
decoded_size / sizeof (WCHAR), decoded, decoded_size, NULL,
NULL) ;
24 }
25 .
26 return decoded_size;
27 | }

Code 2: Modified Prompt and Code. CryptStringToBinaryW must be resolved before it is
called, as it is linked dynamically.

3 Related Works

In this section, we discuss related work on adversarial machine learning, GAN-based malware
generation, and LLM-assisted malware generation to better position the contributions of this
paper.
Adversarial Machine Learning. The interaction between attackers and defenders has histor-
ically evolved as an arms race [14]. As malware detection progressively adopted machine learning
techniques, this conflict naturally extended into the adversarial machine learning domain [29],
where attackers started crafting adversarial examples (AEs) to evade ML-based detectors.

Over time, multiple AE generation strategies have been proposed in the literature. Exist-
ing approaches include embedding malicious payloads into otherwise benign executables [17],
perturbing executable binaries through gradient-guided optimization [20], and patching binary
instructions to alter detector-visible characteristics [51]. Each of these strategies presents ad-
vantages and limitations, but most rely on manually engineered transformations and domain
expertise, limiting scalability and automation.

The current state of the art in automated AE generation for malware is the use of Generative
Adversarial Networks (GANs) [I3]. GANs provide a principled mechanism for learning which



feature perturbations increase the probability of evading a detector. In this work, we build upon
this automated perturbation capability and investigate whether GAN-guided transformations
can be translated into functional evasive malware binaries in a fully automated pipeline.
GANs for malware generation. The applicability of GANs to security problems was rec-
ognized early in the development of adversarial learning techniques. One of the most common
defensive uses of GANs is the construction of more robust malware detectors [50], including
approaches adopted in industrial settings [12]. In these cases, the discriminator is typically used
as the final detector, while the generator is primarily employed for adversarial training or data
augmentation.

Subsequent work explored offensive applications of GANs, such as adapting network traffic
to evade firewalls and intrusion detection systems [44]. In these scenarios, the focus shifts toward
the generator, which learns how to produce evasive inputs against third-party detectors.

GAN-based malware generation has been proposed for both desktop [41] and mobile [30]
environments. In this work, we focus on desktop malware. The literature presents multiple
GAN architectures suitable for adversarial malware generation [23|, each with different opti-
mization characteristics and stability properties. We rely on three representative architectures:
MalGAN [28], one of the earliest and most widely adopted GANs for malware generation; LS-
ganAT [49]; and LSMalGAN [48], which introduce variations intended to improve training sta-
bility and adversarial effectiveness. By evaluating multiple architectures, we seek to distinguish
effects associated with the GAN design itself from those associated with adversarial malware
generation more generally.

Despite their effectiveness, GAN-based approaches suffer from a major limitation: they
typically operate in feature space rather than problem space. In practice, GANs manipulate
vector representations of binaries rather than the binaries themselves. As a result, a GAN
may identify a feature vector as evasive even when the corresponding modification cannot be
realized in a functional executable. For example, zeroing a feature in a vector representation
may correspond to removing functionality from a compiled binary, which is generally infeasible
without access to source-level control.

This limitation is known as the problem-space/feature-space gap [42] and represents one
of the main barriers preventing adversarial example generation techniques from being reliably
applied to real-world malware binaries. We observe that this gap exists largely because most
adversarial learning techniques were originally designed for domains where the underlying source
representation is directly modifiable, which is often not the case for malware analysis, where only
compiled binaries are available.

Our key observation is that this limitation can be mitigated if the adversarial modifications
suggested by the GAN are mapped to source-level constructs under attacker control rather
than directly applied to the original binary. This can be achieved by embedding the malicious
payload into a wrapper or dropper whose implementation can be synthesized and modified
programmatically. In this work, we investigate whether Large Language Models (LLMs) can
provide this missing realization capability.

LLMs and security. Since the emergence of Large Language Models, researchers have explored
their applicability to a wide range of security tasks. Proposed applications include automated
bug fixing [39], reverse engineering assistance [40], and support for software analysis tasks. At
the same time, researchers have investigated the security risks associated with these models,
including the generation of insecure or unsafe code [38]. One major concern is the possibility
that malicious actors may leverage LLMs to automate malware development [19].

LLMs for malware generation. The abuse of LLMs for offensive purposes was envisioned
shortly after the introduction of modern generative models [10]. Early work discussed the pos-
sibility of using language models for exploit generation and malware development [25]. Initial
evaluations, however, suggested that general-purpose LLMs did not substantially simplify mal-
ware creation [19].



As models evolved, researchers and attackers progressively discovered methods to improve
the viability of LLM-assisted offensive tooling. Many early demonstrations appeared in gray
literature [46] and underground communities [2]. More recent academic work has investigated
malware generation techniques via bypassing safety guardrails [37] or using intentionally unre-
stricted models [1].

One of the first academic efforts to systematically evaluate malware generation capabilities in
LLMs was the GPT-3 study by Botacin [7]. While pioneering, that work presents two important
limitations: (i) malware behaviors still required manual specification by the operator; and (ii)
the generated code quality was constrained by the use of a general-purpose text model rather
than a programming-specialized code generator. These limits are overcome in our solution with
the use of a specialized (GitHub Copilot) model coupled to an automated solution (GAN-based)
for prompt generation.

Subsequent work investigated the generation of malware variants using LLMs [3], which is

also our goal. However, prior studies were limited to relatively small-scale evaluations, such as
generating (six) hundreds of variants from a small seed set (10 samples). In contrast, our goal
is to investigate whether evasive malware generation can be performed at substantially larger
scales (10 thousand variants per sample) through a fully automated pipeline.
Bridging feature-space and problem-space generation. Our proposal should not be in-
terpreted as a simple sequential concatenation of a GAN and an LLM. Our contribution emerges
from integrating these two complementary capabilities into an iterative malware generation pro-
cess. In our framework, the GAN operates as an optimization mechanism that discovers evasive
feature-level transformations, while the LLM acts as a realization mechanism capable of instan-
tiating those transformations into compilable malware variants under source-level control. The
generated samples are then re-evaluated against detectors, allowing the generation pipeline to
iteratively refine evasive behaviors and produce increasingly effective malware variants.

This integration is necessary to bridge the long-standing problem-space/feature-space gap
in adversarial malware generation [42], which prior GAN-only and LLM-only approaches ad-
dress only partially. Making this integration practical, however, required overcoming multiple
technical challenges beyond simply connecting two existing tools. First, we needed to design a
representation capable of mapping GAN-generated feature perturbations into coherent source-
level constructs that could be realized by the LLM. We therefore developed a boolean-vector
representation encoding behavioral building blocks such as functions, libraries, and execution
mechanisms. Second, we needed to ensure semantic consistency between generated features and
the produced malware source code, preventing infeasible or contradictory combinations of APIs
and behaviors. Third, existing GAN architectures were not originally designed to operate at the
scale required by our feature representations, requiring adaptations to support feature vectors
one order of magnitude larger than those commonly explored in prior work.

Additionally, fully automating the malware generation pipeline required overcoming several
practical engineering barriers. In particular, code generation, compilation, packaging, execution,
and detector evaluation needed to be orchestrated automatically despite dependencies on exter-
nal development environments and GUI-driven tooling. These challenges are critical because the
effectiveness of an iterative generation framework depends on the ability to repeatedly generate,
compile, execute, and evaluate large numbers of malware variants without manual intervention.

Accordingly, the novelty of this work does not lie in proposing a fundamentally new adver-
sarial learning theory, but rather in demonstrating that a tightly integrated GAN-LLM iterative
generation framework can bridge the problem-space/feature-space gap and enable scalable gen-
eration of functional evasive malware variants. We further provide a systematic empirical char-
acterization of this process across multiple GAN architectures, detector configurations, binary
formats, and deployment settings.



4 Connecting GANs and LLMs

Overview. The typical process for generating adversarial malware is for an attacker to first
create a malware sample with the desired malicious behavior, then have a GAN modify it to
make it more evasive. We follow the same approach, but replace the manual attacker generator
with the LLM-powered generation procedure described by Botacin [7]. Thus, the whole malware
generation process is automated.
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Figure 4: GAN-LLM malware generation. A first malware sample is generated following the

ordinary LLM-based malware generation procedure. The generated malware then passes through

the GAN to determine which functions to keep, add (as dead code), or remove (obfuscate). The

resulting feature vector is re-inputted to the LLM to generate the final evasive malware sample.
GAN-LLM malware generation.

Figure [ summarizes the fully automated malware generation process. The pre-defined
prompts are used as seeds for the LLMs. LLMs generate code for the Building Blocks (BBs),
which are then compiled into malware variants. The compiled malware variants are then fed
into the GAN, which modifies each binary to become more evasive. The feature vector produced
by the GAN is used as a prompt for the LLM, which outputs code for new BBs, which are then
compiled into binaries (see prompt modifications in Sec. .

Attack rationale and threat model. In this work, we assume that attackers target function-
name-based PE detectors [17], i.e., detectors that classify function-name strings present in binary
headers, such as those of imported and exported functions. This type of detector/feature is
widely adopted in the literature [45, 35] and by AVs [16]. The reliance on function names makes
classifiers stronger than byte-based classifiers because it is easier for an attacker to append bytes
to the binary body without breaking it than to the header of the binary, which makes this
type of classifier robust to adversarial attacks to the point of winning previous malware evasion
challenges [17]. The rationale for the attacks here is that GANs may indicate which functions
should be present in the binary header to evade detector classification. In the proposed pipeline,
the first malware sample generated by the LLM serves as a template for the functions and
libraries needed to implement the desired malicious behaviors. The GAN is then allowed to: (i)
keep the functions; (ii) add new functions (as dead code); or (iii) remove functions—i.e., moving
them to runtime (see Sec. [2.3). We target static detectors, such that a successful evasion should
implement the same malware semantics in runtime with a different static binary shape. Thus,
“removing” a function means reimplementing the same functionality with (i) other functions or
(ii) a runtime function loading to preserve semantics while displaying a binary without the “red
flag” static function import.

The base LLM. We adopted GitHub Copilot as a base LLM as it is powered by a more advanced
model (GPT-4) than the previous study (GPT-3). We used GPT-4 in its GitHub Copilot version,
as it is tailored for code generation and thus more likely to be used by developers (and attackers).
The targeted GANs. GANs are the basis of our proposal. Therefore, we implemented (3)
representative examples of GANs for malware generation to perform our experiments. The
literature is full of proposals for GAN architectures, but only a limited number address malware
generation. While prior work has examined the pros and cons of GAN architectures for general
applications [23], no prior work has examined GAN architectures for malware generation as we
propose. Therefore, in this work, we considered MalGAN [28§] as the first representative example,
as it was the pioneering work in the general field and the most-cited on GAN-based malware
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generation. To demonstrate generalization, we also reproduced two versions of MalGAN based
on alternative GAN architectures: LSganAT [49] (attention) and LSMalgan [48] (Least Squares).
Handling functions with GANs. MalGAN-like GANs operate on binary vectors that indicate
whether a given feature is present in the (input or output) binary. We used this characteristic
to represent the presence of statically extracted binary strings in the array. To that end, we
trained a one-hot encoder that maps each symbol name (either a function name, library name,
or exported symbol name) to an array index. The GAN assigning 1 to that array position means
that the symbol should be present in the final binary, thus leading to an LLM request to generate
code that uses that function.

The Limits of the feature vector. In our modified GANs, the Boolean feature vector is
populated with information from the functions statically referenced in the binaries. In practice,
binaries may have a large number of imports (e.g., hundreds), making GAN optimization an
exponential problem and thus intractable. To avoid this problem, the original GAN implemen-
tation [28] proposed limiting the feature vector to the most prevalent functions in the dataset.
Here, we repeat this strategy by identifying the most prevalent information to populate the fea-
ture vector. Our implementation includes not only the top functions but also the top libraries
and the top exported symbols. Unlike the original approach [28] that used a fixed feature vector
size (K=150), we here identify the maximum viable vector size and characterize its impact on
the GAN operation (Sec. [f). Our final feature size (K=1500) is sufficient to support all function
imports and exports of any native Windows binary and/or library.

Keeping the feature vector consistent. A challenge for building the set of the top-K most
popular features is that it encompasses multiple types of interdependent data. When a function
is identified as prevalent, the library that hosts it should also be included in the binary to
ensure it remains functional. Thus, after identifying the prevalence, we ensure feature-vector
consistency by adding the functions’ hosting libraries to the feature vector. The identification
process is performed automatically by parsing the function exports of each DLL included in the
binary (via PEfile [24]). Thus, our feature vector of the most prevalent feature is composed of
a mix of top functions, libraries, and exports (DLL-only).

Handling PEs and DLLs. The proposed GAN implementation processes the symbols in
PE files, including imported and exported functions. Although the PE file format supports
simultaneous imports and exports, in practice, different applications use it in different ways.
Typical applications (EXE) tend to import more functions/libraries and not export any symbol,
whereas libraries (DLL) tend to export functions. Allowing the GAN to add exports to typical
EXEs would likely increase the likelihood of the binary being detected. To avoid this case, we
added information on whether the PE file is an EXE or a DLL to our solution. If the parsed file
is a DLL, the GAN is allowed to produce function exports as output. In practice, this solution
is deployed by training two different GANSs, one for DLLs and one for EXEs.

From GANs to LLM Prompts. GANs’ outputs are boolean feature vectors that must be
translated into English to become LLM prompts. This is done deterministically by a slot-filling
script that converts the presence or absence of a function (0 or 1 in the feature array) into
a sentence. For instance, we represent the removal of a function by a slot-filling prompt in
the format of // Load the <function name> function from the <library name> library
dynamically, as in the example shown in Code [2| (line 5) from Section [2] The function and
library names are identified by their index (fixed) in the feature array.

Adding Functions. When GANs indicate that an API function should be added to a binary,
we can add it as a dead code without affecting the binary functionality. Thus, we traverse
the GAN’s output and ask GitHub Copilot to generate a code snippet that uses each specified
function. All the generated snippets are added at the end of the malware code via a never-taken
branch—-implemented via an implicit (e.g., opaque constant [34]) false condition.

Removing Functions. When GANs indicate that a function should be removed, we cannot
simply ask GitHub Copilot not to generate them because it would break the malware function-
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ality. The key insight is that the function should not be removed, but only hidden from static
analysis. In such cases, we instruct GitHub Copilot to generate the same code by dynamically
loading the function [32]. Note that we do not generate a new library in this process. Still,
we apply it to the import of the existing native Windows libraries referenced by the malware
samples (an assumption of prior work—Sec. .

Automating LLM code generation. After the GAN generates the new prompt, the final
step in malware generation is to ask the LLM to code it. The GPT-3 model used in previous
work has its own API [36], which facilitates automation. As the GitHub Copilot model used
in this work does not present an API, we created one ourselves. Access to GitHub Copilot
is provided via a Visual Studio Code (VSCode) extension [33]. Users should type prompts in
VSCode, and the LLM’s response is displayed directly in the VSCode canvas. To automate the
prompt insertion and code collection, we created an AutolT [6] script that takes the prompt
from the GAN and pastes it into VSCode. Our script mimics pressing the Copilot hotkeys to
trigger its operation, collects data from the canvas, and writes it to a target file. We can specify
a number of pressed keys in the script. Each time the script presses a key, a different Copilot
response is captured, allowing us to create variants of the same prompts. With this script, we
can provide prompts and retrieve generated code as if the GitHub Copilot provided an API.
Once inside the VSCode environment, we also added the ability to automatically compile the
generated code into the script. We deployed the script inside a Virtual Machine (VM), thereby
creating a malware-as-a-service environment in which the GANs send prompts to the VM and
retrieve compiled binaries from it.

4.1 Operational Example

To better understand the operational flow of the proposed malware generation pipeline, consider
the following (real) example of a randomware generation request:

1. Initial Malware Specification and Generation. The operator provides a high-level
prompt describing the intended behavior: “generate ransomware-like software capable of
enumerating and encrypting files.” The LLM-based generation framework translates the
prompt into a set of behavioral building blocks following Botacin’s automated malware
composition approach. The generated implementation includes:

e Filesystem enumeration through FindFirstFileW() and FindNextFileW(),

e File access primitives such as CreateFileW(), ReadFile(), and WriteFile(),

e Cryptographic operations using CryptAcquireContextW(), CryptGenKey(), and CryptEncrypt(),

e Directory traversal using SetCurrentDirectoryW(),

e Execution orchestration using CreateThread() and Sleep().

The generated source code is compiled into an executable binary, producing the tuple:
(sourceq, binary)

2. GAN Refinement Round 1: Initial Binary Analysis. The initial binary binary, is
submitted to the GAN-based optimization framework. The generator extracts the feature
representation used by the target malware detector and evaluates it against the discrimina-
tor. The discriminator classifies the sample as malicious based on ransomware-associated
APT usage patterns, particularly the co-occurrence of FindFirstFileW(), CryptEncrypt(),
and WriteFile() operations. The GAN then proposes feature-space perturbations in-
tended to move the sample toward the benign region of the classifier space. Example
modifications include:

e Replacing FindFirstFileW() and FindNextFileW() with NtQueryDirectoryFile(),
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e Introducing benign file-management APIs such as GetFileAttributesExW(),

Adding synchronization-oriented functionality through CopyFileExW(),

Substituting standard I/O patterns with CreateFileTransactedW(),
e Introducing registry-access routines such as RegOpenKeyExW() commonly observed in

legitimate management software.

The framework computes the feature delta between the original and optimized feature
vectors, producing: A] = {functions to add} and A] = {functions to remove}.

. LLM Refinement Round 1: Source-Level Regeneration. The tuple (sourcey, Af, A7)
is provided to the LLM. The LLM regenerates the source code while preserving the original
semantics. The transformations include:

e Replacing FindFirstFileW() with NtQueryDirectoryFile(),

e Inserting auxiliary calls to CopyFileExW() and GetDiskFreeSpaceExW(),

e Restructuring execution flow through worker threads created with CreateThread(),

e Modifying static imports associated with Advapi32.d11 and Crypt32.d11.
The regenerated source is compiled, producing: (source;,binary,).

. GAN Refinement Round 2: Secondary Adversarial Optimization. The up-
dated binary binary, is re-evaluated by the GAN discriminator. Although the malicious
score is reduced, the discriminator still identifies ransomware-related characteristics. In
this iteration, the GAN determines that statically imported cryptographic APIs such as
CryptEncrypt and CryptGenKey remain highly discriminative malicious features. The
optimizer, therefore, proposes the additional modifications:

e Removing direct imports of CryptEncrypt(),
e Dynamically resolving cryptographic routines through LoadLibraryW() and GetProcAddress(),

e Delaying cryptographic API invocation until runtime,

e Reducing suspicious import-table artifacts associated with Advapi32.d11,

Replacing direct entropy-generation calls with wrapper functions.
The resulting feature-space modifications A; and A; are produced.

. LLM Refinement Round 2: Behavioral Refactoring. The tuple (sourcei, A, Ay)
is passed back to the LLM. The model regenerates the implementation to incorporate
the requested feature modifications while preserving the intended ransomware behav-
ior. In particular, cryptographic APIs are no longer statically imported and are in-
stead dynamically resolved during execution using LoadLibraryW(L"Advapi32.dl1l");
and GetProcAddress(..., "CryptEncrypt"); The resulting implementation is compiled,
forming the tuple: (sources,binary,).

. Convergence and Evasion Success. The optimized binary binary, is submitted once
more to the discriminator. At this stage, the discriminator classifies the sample as benign-
like due to the reduced presence of strongly discriminative malware features and the in-
creased similarity to legitimate backup or synchronization software. The iterative opti-
mization process terminates. The final output is semantically equivalent to the initial
request, but in an evasive form.
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5 Evaluation

The following Research Questions (RQs) evaluate three dimensions of the malware generation
process, providing a complete treatment of the topic. First, we characterize the transition from
GPT-3 to GitHub Copilot. Our goal is to demonstrate that migrating to bigger models produces
superior code generation results, but it is not enough alone to produce naturally evasive code,
which justified the adoption of our proposed GAN-LLM generator; Second, we prove previous
GAN approaches as promising approaches for identifying evasive APIs, but we also prove them
to break binary functionality if applied alone in a naive strategy, which justifies once again the
adoption of our proposed GAN-LLM approach to “fix” the GAN result into a realizable malware
sample; and Third, we show how integrating GANs to LLMs solves the two above identified
problems, being this the evaluation of our proposal itself.

5.1 RQ1. Is GitHub Copilot’s malware generation superior to that of GPT
-3?

Since a key difference between this work and previous work [7] is the use of a different baseline
(GitHub Copilot vs. GPT-3), it is important to evaluate its raw performance (i.e., without
GAN support) to establish a new ground truth. To that, we repeated the malware generation
experiment presented in previous work [7]. The test was performed on the same ground, i.e.,
we provided GitHub Copilot with the same prompts as in [7] for the same 10 original building
blocks and characterized the code-generation accuracy and variety. Note that we are not re-
running the GPT-3 experiments, but re-running the same reference prompts in GitHub Copilot
and comparing the results with the described GPT-3 baseline. Note also that the goal of this
experiment is to quantify the evasion improvements obtained by shifting to a more powerful
LLM vs. the further addition of an LLM orchestrator on top of it.

RQ1.1 How many different building blocks can GitHub Copilot generate? The first aspect to
evaluate when considering the use of an LLM for malware generation is whether it actually
generates the requested code. Then, it is key to evaluate whether the generated code is diverse,
since the main hypothesis behind LLMs for malware generation is that they can generate dif-
ferent implementations of the same building blocks, and such variety might result in evasive
constructions. We evaluate GitHub Copilot’s malware code generation by repeatedly asking it
to generate code for known malware prompts and measuring the diversity of the generated code.

There are various metrics for measuring the complexity of code snippets. We here consider
two of them; (1) unique functions; and (2) unique paths. First, we consider the number of
unique functions among the building blocks a good indicator of diversity, since the GAN detectors
used consider these functions in their feature vectors. For the second, we consider that adding
information about the order in which the function appears in the code helps characterize the
diversity of the generated code.

Figure [5] shows the number of unique building blocks’ code excerpts generated by GitHub
Copilot for each building block type for a growing number of requests. We stopped querying
GitHub Copilot after 50 requests per building-block prompt, as we empirically observed that
10°° combinations are on the boundary of computational intractability. A general characteristic
of the generated building-block excerpts is that they exhibit positive variation: the more one
asks, the more diverse the outputs become. We qualitatively characterize the generated code
excerpts in Appendix[A] However, growth is not linear across all building block types; it depends
on their complexity. More complex blocks (e.g., DLL Injection, AutoRun, and so on) require
more functions to be implemented and thus offer more room for different implementations.
Simpler blocks that can be solved with a few functions (e.g., deleting a single file) have little to
no room for variation. In this case, they repeatedly present the same implementation, thereby
contributing the same building blocks. For this reason, the actual number of possible variants
is not 10%9, but it is limited by the actual number of building blocks that one can generate for a
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Figure 5: GitHub Copilot’s Malware Building Blocks Generation. Number of generated
unique building blocks (functions) vs. number of requested building blocks.
GitHub Copilot’s Malware Building Blocks Generation.

given number of attempts. In no scenario did GitHub Copilot produce as many building blocks
as requests (the Ideal line). such that the ideal line can be considered an upper bound for the
number of BBs.

To confirm the upper bound for the building block generation process, we evaluated the same
building blocks using the second metric. Therefore, we considered the unique paths generated
in the building blocks. For instance, whereas we previously considered two building blocks that
had only the IsDebuggerPresent function as unique, regardless of their control flow, we now
consider them distinct if one uses an IF-ELSE structure and the other doesn’t. This type of
variation cannot defeat our function-name-based GAN detector, but it might defeat call-graph-
based detectors and thus should be considered for transferability (e.g., from GANSs to real AVs).
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Figure 6: GitHub Copilot’s Malware Building Blocks Generation. Number of generated
unique building blocks (Paths) vs. number of requested building blocks.
GitHub Copilot’s Malware Building Blocks Generation.

Figure[6]shows the number of unique building blocks according to their paths for the different
numbers of requests. Once again, positive growth is observed, but it is limited by the complexity
of the building blocks. The number of unique constructions is greater when we consider differ-
ences in paths than in function names. However, in this case, once again, at no moment was the
number of generated unique building blocks equal to the number of different requests. Therefore,
we conclude that GitHub Copilot can generate multiple distinct malware building blocks, but
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fewer than the number of requests. This result is also observed in the original GPT-3 study,
which shows that the sub-linear growth of the building blocks is a characteristic of the malware
generation problem, not only of the model.

Verdict: The more requests one makes, the more unique building blocks GitHub Copi-
lot produces. The code is more diverse as the building blocks become more complez.
However, GitHub Copilot always produces fewer unique building blocks than the num-
ber of attempts. This is in line with the GPT-3’s results.

RQ1.2 How many compilable malware samples can GitHub Copilot generate? The previous re-
sults demonstrate GitHub Copilot’s maximum potential for generating malware building blocks.
However, in addition to the presented code-generation challenges that limit variability, the com-
pilation process required to generate the malware files introduces further limitations. A code
excerpt might be theoretically unique but impractical for compilation and deployment, as it
might rely on wrong API flags, incompatible library versions, and so on. Therefore, it is key to
evaluate GitHub Copilot’s feasibility for producing compilable, functional binaries.
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Figure 7: Total Number of Compiled Binaries. (a) Absolute number of compiled binaries
and (b) the comparison with the expected number for a perfect (ideal) solution.
Total Number of Compiled Binaries.

To test how compilable are the malware generated by GitHub Copilot, we asked it to generate
an increasing number of variants for each building block. Figure [7| (a) shows the number of
compilable binaries vs. the number of requested variants. The number of generated binaries
remains at 0 until 3 variations per building block are requested, because at least one building
block failed to compile in all previous attempts. Afterward, we observe exponential growth in the
number of generated binaries, as each newly compiled building block combines with all versions
of the other building blocks. Despite exponential growth, it occurs on a smaller scale than
the ideal number of binaries that could be generated. Figure (7] (b) shows the actual number of
compiled binaries vs. the number of binaries expected in the ideal case, i.e., if all building blocks
are compiled successfully. This result highlights that the absolute number of generated malware
variants is substantial, whereas the relative number indicates that LLMs still have substantial
room for improvement in generating correct code.

Although the previous experiment characterizes the overall malware compilation process,
individual building blocks exhibit distinct characteristics. Figure [§]shows the fraction of success-
fully compiled building blocks for our multiple, incremental attempts. Initially, the success rate
is 0 for many building blocks, meaning the first code GitHub Copilot suggests is not compilable
in most cases. The success rate increases with the number of building-block variants requested,
indicating that at least some are functional. Only the simplest building block remained con-
sistently compilable throughout the experiment. In general, the number of compilable building
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Figure 8: Building Block Successful Compilation Rate. Individual rates for each building
block vs. the number of requested building blocks.
Building Block Successful Compilation Rate.

blocks increases within a certain limit as more variants are requested, and then decreases if a
larger number of variants is requested, as the generated code tends to be more random/diverse
and thus more error-prone. In only two cases did the fraction of correct samples increase with
the number of requests, due to the randomness inherent in querying the model multiple times.

After characterizing GitHub Copilot’s code-generation capabilities, it is important to deter-
mine whether GitHub Copilot produces more compilable code than GPT-3. When the previous
study asked GPT-3 for 10 variants of each building block, only 10K (10*) compiled pieces of
code were produced out of the 10'° ideal possibilities. As a comparison, Figure|7| (a) shows that
this same number of compiled binaries is achieved between 3 and 4 variant requests per build-
ing block. With 5 variants per building block, more than 10 times more binaries are compiled
(120K). Therefore, we conclude that GitHub Copilot can generate more compilable malware
building blocks than GPT-3. To provide a fair ground truth for comparison, we did not com-
pare GPT-3 (10 variants) vs. GitHub Copilot (10 variants); instead, we limited the GitHub
Copilot comparison to the identified ranges to normalize results based on the total number of
produced binaries. Table [I|] compares GPT-3 and GitHub Copilot via the metrics proposed in
the previous work.

Table 1: Comparing GitHub Copilot and GPT-3. Top-10 malware building blocks gener-
ation statistics.

Combinations: 5 Requests 10 Requests
Metric: Compilable Functional Compilable Functional First Binary Time (s)
Behavior GPT-3 GitHub Copilot GPT-3 GitHub Copilot GPT-3 GitHub Copilot GPT-3 GitHub Copilot GPT-3 GitHub Copilot GPT-3 GitHub Copilot
String XORing 8% 0% 0% T00% 8% 0% 0% T00% B! 1 2.49 /9
Debugger Identification  84% 80% 10% 75% 84% 20% 10% 63% -2 2/2 2,63 44s/9s
Remove File 95% 90% 90% 100% 95% 60% 90% 92% -2 1/1 217 44s/9s
Payload Loading 91% 100% 40% 50% 91% 100% 40% 23% -/2 1/2 3.21 44s/9s
CPUID check 83% 80% 30% 90% 83% 40% 30% 51% -2 3/3 345 445/9s
Delete Ttself 94% 93% 40% 80% 94% 80% 40% 76% -/3 1/1 236 44s/9s
Memory Run 60% 80% 20% 51% 60% 100% 20% 51% -2 2/2 2,11 44s/9s
AutoRun 99% 100% 20% 60% 99% 80% 20% 17% -/5 2/3 241 445/9s
Base64 60% 80% 10% 60% 60% 20% 10% 14% -/3 1/2 3.31 44s/9s
DLL Injection 60% 100% 30% 55% 60% 100% 30% 4% -2 1/5 341 445/9s
Compilable Bascline 10K TI0K 0K T40K
Functional Bascline 18K 5.6K 18K 50K

1. First Binary means the generation round in which the first functional BB was generated out of the first
generation round in which a set of all functional BBs was generated together for the same time, i.e., when the
first complete sample was produced.

2. Effective Compilable and Functional Baselines refer to the fact that the presented rates (%) reflect different
baselines, as one model generates substantially more functional samples than the other when considering the
combination of BBs.

Table [T]shows that GitHub Copilot code is, in general, relatively less compilable than GPT-3
(success rate decreased for 7 of 10 building blocks). However, in absolute terms, this is offset by
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GitHub Copilot generating greater variation in the building blocks. In contrast, GPT-3 always
compiled the same limited number of building blocks. Notably, GitHub Copilot surpassed GPT-3
on the most complex building blocks. Surprisingly, the code for DLL injection was generated and
compiled in 100% of the cases for GitHub Copilot but not for GPT-3. Our manual investigation
revealed that, in cases where compilation success rates decreased (e.g., Base64), this was because
GitHub Copilot generates more variations than GPT-3, given the limited number of variations
generated by GPT-3. Therefore, GitHub Copilot was more likely to generate incorrect code
when attempting to diversify it. This allows us to infer that GitHub Copilot is more creative (in
the sense of generating diverse code) than GPT-3. Regarding malware generation, we conclude
that GitHub Copilot was more effective (producing more binaries) than GPT-3, at the cost of
individual BB efficiency (a higher compilation rate but fewer blocks for GPT-3).

Verdict: GitHub Copilot produces an absolute number of compilable building blocks
much higher than GPT-3. 5 variations of GitHub Copilot-generated malware corre-
spond to 10 wvariations of GPT-3-generated malware. The relative rate of compiled
GPT-3-generated malware is higher, but GitHub Copilot outperforms GPT-3 in the
long tail. Moving from GPT-3 to GitHub Copilot trades compilation efficiency for
variant-generation effectiveness.

RQ1.3 How many functional malware samples can GitHub Copilot generate? Beyond successfully
compiling the generated code, LLM-based malware generation is successful only if the resulting
sample is functional. We consider functional samples that (1) do not crash and (2) execute the
designed building-block actions. We evaluated all compiled binaries from the previous experi-
ments via sandbox executions to evaluate if they exhibit the expected IOCs.

Table [I| shows that GitHub Copilot produces more functional code than GPT-3 in relative
terms. The rate of functional building-block implementation is higher for 7 of 10 building blocks
in GitHub Copilot. Among the reduced rates, the most significant case is that of DLL injection.
Whereas GitHub Copilot produces 100% compilable code with high implementation diversity,
we observe that most of the generated code fails to achieve the goal, indicating that increasing
code diversity does not necessarily improve correctness. Despite the challenges of implementing
effective DLL injection, at least one version of each building block was successfully generated
by GitHub Copilot, indicating that, in the long tail, both GitHub Copilot and GPT-3 can
automatically produce fully functional malware code. Beyond relative numbers, GitHub Copilot
also produces more functional variants in absolute terms because it generates more code. In
previous work, when GPT-3 was asked to generate malware from 10 building-block variants, it
produced 4820 functional binaries. In the current work, the request to generate malware based
on 5 building-block variants yielded 5600 functional binaries.

It is important to note that the results presented in Table [I] represent the average function-
ality across all building blocks, whereas individual building-block variants may be more or less
functional. When a variant is not functional, it affects all compiled binaries embedding that
code. Figure [0 shows the rate of functional samples broken down by the variant embedded in
the final malware binary. Although the overall functionality rate of the DLL injection building
block is 4%, one of its implementations achieved 20% functionality.

This result shows that an attacker may need to wait to generate malware variants until
obtaining a fully functional one. Table[l]indicates, for GitHub Copilot, when the first compilable
and when the first functional code was generated. In the previous study, only information on
the first functional binary was available. We observe that, in agreement with previous work, the
first complete malware generated is not functional. However, unlike previous work, which also
did not generate functional building blocks on the first attempt, GitHub Copilot now generated
3 compilable, functional building blocks as its first output. In 8 out of 10 building blocks, the
first functional one was produced by GitHub Copilot before GPT-3. The overall performance
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Figure 9: Functional Building Blocks. The rate of functional binaries changes with the
building block’s variants.

Functional Building Blocks.

is not superior because the first functional DLL-injection building block appears late, causing a
general delay (a compilation barrier).

Verdict: GitHub Copilot produces a higher absolute number of functional binaries than
GPT-3. The functionality rate depends on the building block variant. GitHub Copilot
consistently struggles to generate complex DLL-injection code. FEven though GitHub
Copilot once again outperforms GPT-3 in the long tail.

RQ1.4 How long does it take for GitHub Copilot to generate the malware samples? The last
dimension along which GitHub Copilot code generation can be evaluated is the time required to
generate the building blocks. Timing is important because it determines how quickly attackers
can modify their distributed payloads (e.g., server-side polymorphism). A significant difference
between GitHub Copilot and GPT-3 is that whereas GPT-3 presented a well-defined API to be
invoked on-demand, GitHub Copilot required us to create the API abstraction by automating
the VSCode application, which is expensive due to the need to simulate multiple user clicks.

Thus, starting the query process becomes expensive, although generating additional queries is
fast (cold-start problem).

Code Generation Time
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Figure 10: Code Generation Time. Total time for generating all and single building blocks.
Code Generation Time.

Figure [10] clearly illustrates this phenomenon by displaying the time taken to generate the
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building blocks in the previous experiments. We observe that the total time to generate the
building blocks is relatively constant, indicating that the process bootstrap accounts for most
of the overhead. The high initial cost is diluted as more variants are generated, since gen-
erating additional variants is easy (one additional key is sent per request—to trigger GitHub
Copilot’s autocomplete—, compared to the total number of clicks and keys required to initially
activate GitHub Copilot). The best cost-benefit is achieved when more variants are generated
per building block request.

Table [1] shows the average time taken for GPT-3 and GitHub Copilot to generate each
building block in the comparable range. Even when the cost of generating variants via GitHub
Copilot is diluted, the actual time taken is at least 3 times higher (from ~ 3s to ~ 9s). This
result reveals a trade-off between GPT -3’s speed and GitHub Copilot’s ability to generate
increasingly diverse building blocks.

Verdict: Due to the lack of an API, querying GitHub Copilot via GUI automation is
a magnitude order more expensive than querying GPT-3 via API. However, the cost is
concentrated in the bootstrapping of the automation. Thus, the total cost is diluted as
more variants are generated.

RQ1 Summary. The above results demonstrate (and quantify) that GitHub Copilot is supe-
rior to GPT-3 in many dimensions and is therefore suitable as the new baseline for malware
generation. The variations observed across building blocks provide additional support for our
hypothesis that GAN-based control over which functions are included in binaries might serve
not only as an evasion-guidance mechanism but also as a means to increase binary production
by guiding GitHub Copilot to produce code using the constructions it performs best.

5.2 RQ2. Do GAN-based approaches produce viable binaries?

As for the transition to GitHub Copilot, adopting a GAN-based malware generation approach
also necessitates establishing a new ground truth for the experiments. Our goal is to evaluate
the inherent potential of GANs to generate evasive malware and subsequently assess the extent
to which LLMs contributed to increasing it. To that end, we evaluate GANs independently
and select the best configuration for further experiments. While previous GAN works made
significant contributions to the field, they did not characterize the GAN operation with respect
to the parameters that affect it. Thus, before answering our key question, we stepped back to
present a characterization of GAN operation.

Datasets and Training. To perform the characterization experiments, we considered a dataset
composed of (i) 55594 malicious EXE files and 19307 benign EXE files; and (ii) 15964 malicious
DLLs and 15964 benign DLLs. This dataset was collected by a partner CSIRT from infected ma-
chines between 2012 and 2020. The dataset was characterized in a previous study [§]. We relied
on this dataset both to train the GAN’s substitute detector and to test its evasion capabilities.
Testing Methodology. We present results for different GAN detectors to compare their perfor-
mance. All GANs were trained using the same malware and goodware dataset. We trained
and tested EXEs and DLLs separately. To evaluate the impact of the dataset size on the per-
formance, we conducted our evaluation using different splits of the main datasets. The EXE
dataset was split into three subsets (5K, 10K, and 19K samples, corresponding to 100% of the
dataset). The DLL one was split into two subsets (1K and 3K samples). The split criteria were
the availability of goodware samples for a balanced (50-50) training. All samples not included
in a given training set were used as testing samples for that same split (tests are the average of
5 runs).

RQ2.1 What is the maximum potential for GAN-based malware generation? In our first ex-
periment, we evaluate the ideal performance of a GAN for evasive malware generation. The
tested scenario is considered ideal in two dimensions: First, because we use a surrogate model
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equal to the target model, thereby ensuring attack transference. Second, because we allow the
GANs to both add and remove binary features without worrying about whether it is viable in
the problem space or not. The experiment aims to demonstrate the potential achievable when
GANSs are coupled with a solution that bridges the feature-problem space gap.
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Figure 11: Attack Success Rates. Results for multiple GANs and datasets (K=150).
Attack Success Rates.

Figure [11] shows the Attack Success Rates (ASR) for all tested GANs, dataset splits (Slices),
and file types for the case where the top (K) 150 features (the same value used in the previous
works) are considered. Overall, GANs were shown to be highly effective evasion-generation mech-
anisms. Despite minor individual variations across scenarios, the GANs consistently achieved
ASRs exceeding 97% in all cases. These results highlight GAN’s significant theoretical po-
tential for generating evasive malware. This result in our replication study is relevant not only
because it validates our GAN implementation, but also because it constitutes the largest GAN
malware experiment (largest dataset) to date.

Verdict: GANs can achieve evasion rates superior to 95% in all scenarios when al-
lowed to freely add and remove binary features.

RQ2.2 How are GAN-based attacks affected by the size of the training datasets? Breaking down
the tests into different dataset slices allows us to evaluate how GAN’s performance is affected by
the amount and diversity of data in the training and test sets. A natural hypothesis is that the
evasion rate could decrease the more (and more diverse) data a scenario has, as it might make the
problem more complicated. The results presented in Figure [I1] show that no significant impact
could be observed at this test scale. For the EXE dataset, the evasion rate increased slightly
with more data across all GANs. For the DLL dataset, the evasion rate increased for 2 out of the
3 GANs. This result shows that GANs exploit the inherent weaknesses of classification models,
regardless of the data they are trained on. It guarantees that we can scale up our experiments
to the real-world.

Verdict: GANs achieve high evasion rates regardless of the dataset size, which shows
that an intrinsic property of the classification problem is being exploited.

RQ2.3 How are GAN-based attacks affected by the different file types? Breaking down the tests
by file type allows us to evaluate how GAN’s performance is affected by feature types (imports
and exports). A natural hypothesis is that the evasion rate for DLLs could decrease following
the addition of function exports, as this might make the problem more complex. The results
presented in Figure [I1] show that GANs are also effective in generating evasive DLLs. In most
cases, the evasion rate for DLLs is similar to that for EXEs. Although performance decreases

21



for the smallest slice in the second GAN, its evasion rate remains above 97%. This result shows
that GANs exploit the inherent weaknesses of classification models, regardless of feature type
(im/ex)ports.

Verdict: GANs achieve high evasion rates regardless of the file type, thus being able
to operate both with function imports and exports.

RQ2.4 How are GAN-based attacks affected by the different GAN architectures? Breaking down
the tests by GAN implementation allows us to evaluate how GAN performance is affected by
architectural choices (e.g., the impact of least squares vs. other minimization functions). A
natural hypothesis is that some functions are better fitted to evasion than others. The results
presented in Figure [1 1| show that the third GAN (MalGAN) slightly outperforms the other ones
(LSGAN and MalLSGAN) for both EXEs and DLL. This GAN achieved a 100% evasion rate
for EXEs. Despite this minor advantage, all GANs achieved evasion rates exceeding 97% in all
cases. This result shows that GANs exploit the inherent weaknesses of classification models that
rely less on the internal fit function.

Verdict: GANs’ architectures have a noticeable but minor impact on increasing the
evasion rates in comparison to the base evasion phenomenon.

RQ2.5 How much do GAN-based attacks affect the binaries? Once we evaluate the ideal potential
of GANs as malware generators, it is key to evaluate their actual feasibility in the problem space—
i.e., to evaluate if the proposed modifications are feasible. To that, we here characterize what
are the changes the GANs proposed for the binaries from the previous experiment in comparison
to their original, non-evasive versions.
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Figure 12: GAN effect over samples. Percentage of samples with added and removed features.
GAN effect over samples.

Figure [12] shows the fraction of the GAN-generated evasive samples affected by feature re-
moval and addition for each experimental setting. Our initial hypothesis was that GANs could
individually add and remove features as needed to make each sample evasive. We found that, in
practice, samples are affected in two ways: (1) they receive only feature additions, or (2) they
receive both feature additions and removals simultaneously. The first case accounts for ~20% of
EXEs and only 1% of DLLs (this difference arises from the presence of function exports as fea-
tures). Therefore, in most cases (=80% and 99%, respectively), GANs not only suggest adding
new features to the binaries but also, in most cases, removing features, which significantly affects
the attack’s feasibility. We observed no difference in results across multiple GAN architectures
and dataset sizes, indicating that feature removal is intrinsic to the nature of the classification
problem.
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The previous results show that most samples had features removed from their feature vectors,
thereby affecting the practicality of the attacks by potentially breaking the samples’ functionality.
Thus, it is key to understand the extent to which feature addition and removal affect the samples.
If only a single feature is removed, the sample may remain largely functional, whereas if many
functions are removed, the sample is almost certainly broken.
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Figure 13: GAN effect over samples. Absolute and relative number of features affected in
each sample.
GAN effect over samples.

Figure[I3]shows the average absolute and relative numbers of features affected in each sample
for each experimental setting. On average, 70 distinct features are modified in each sample
(~50% of the top-150 considered features). When we break down the results by type of change,
we find that, on average, 50 features are added to the samples (~=33% of the top-150), and 20
features are removed (=13%). No significant difference was observed in the multiple settings,
which indicates that the nature of the problem requires a significant number of changes. These
results indicate that the number of removed features is non-negligible, thereby significantly
affecting attempts to transition the attacks from feature space to problem space.

Verdict: The large majority of GANs-generated evasive binaries require the removal
of features, which might break their original functionality.

RQ2.6 What is the achieved potential for GAN-based viable malware generation? A common
approach to avoid breaking the generated binaries is to limit GANs to only add new features, i.e.,
even when GANs suggest removing features, these features are kept in the original binary. This
approach was used by the three original GANs considered in this paper. However, our previous
result demonstrated that most samples are affected by removal. Therefore, it is plausible to
hypothesize that, if we adopt this approach, most samples will remain non-evasive. We here
evaluate this hypothesis to characterize how evasive the viable GAN-generated binaries are.

Figure [14] shows the ASR for all settings when not removing the features from the GAN-
generated binaries. For the EXEs, the ASR decreased from almost perfect (~99%) in the
ideal scenario (with removals) to ~70%. This result corroborates our hypothesis that retaining
features significantly reduces sample evasiveness. The case for DLLs is even more significant in
highlighting the impact of keeping features. Since almost all (=99%) samples are affected by
the removal, retaining these features significantly improves detection rates. Samples that kept
the GAN-removed features had their ASR drop from the original over 95% value to the 20%
to 30% range. This result shows not only that feature removal is a significant aspect of evasive
malware generation, but also that, in some scenarios (e.g., DLL), supporting feature removal is
key to producing viable evasive binaries. This motivates our contribution: coupling an LLM
with a GAN to generate viable binaries on demand from feature vectors.
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Attack Success Rates (ASR) - non-removal of features - (K=150)
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Figure 14: GAN ASR when feature removal is not allowed. The values are lower than
in the ideal scenario.
GAN ASR when feature removal is not allowed.

Verdict: Preventing GANs from removing features to not harm malware functionality
largely decreases their evasion capabilities, making DLL evasion impractical.

RQ2.7 How are GAN-based attacks affected by the size of the feature vector? The previous
experiment demonstrated GAN performance in the same setting as in prior work, using a 150-
dimensional feature vector. However, the size of the feature vectors (i.e., the number of functions
and exports considered) may affect GAN performance. Since it was not evaluated in previous
work, we here repeated the experiment with different feature vector sizes to characterize its
impact on GAN performance. We varied the feature set size from 150 (as in previous work) to
1500 (10 times larger), which we considered a reasonable increment.
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Figure 15: Attack Success Rates vs. feature vector sizes.

Attack Success Rates vs. feature vector sizes. Subplot (c) intentionally in a different scale to highlight
its superior performance via the minimal variation margins.

Figure[I5]shows the ASR for the different vector sizes when feature additions and removals are
allowed. Compared with the original scenario, increasing the feature set size makes the problem
more difficult. For some datasets and GAN configurations, the ASR decreases from nearly 100%
to 80%. The third GAN architecture has proven more resilient to increases in vector size and
has continued to present ASR close to 100%. Therefore, we conclude that increasing the feature
size makes the problem more difficult, but GANs remain largely effective at generating evasive
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samples.

Attack: Samples with both added and removed features vs. Top-K Features
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Figure 16: Feature Removal Rates vs. feature vector sizes.
Feature Removal Rates vs. feature vector sizes.

As in the previous experiments, we evaluated the fraction of samples affected by each type
of feature operation. Fig. shows the fraction of samples simultaneously affected by feature
addition and removal. This covers most of the cases, as no sample exhibited only feature removal
in any scenario. In the original scenario, most but not all samples were affected by the removal.
As feature sizes increased, all samples were affected by the removal. Thus, although GANs
remain effective at scale, not all of their generated samples may be functional due to feature
removal.
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Figure 17: Added Features vs. feature vector sizes.
Added Features vs. feature vector sizes.

Figure [I7] shows the number of added features to each sample for each GAN. The growth
is linear: although larger feature vector sizes require a greater absolute number of features,
the relative proportion of the added features remains the same. Interestingly, the third GAN
architecture is the one that adds fewer features, despite being the most evasive generator.

Figure [I8 shows the number of removed features for each sample for each GAN. It is notable
that for all GANs, the number of features initially increases with the size of the feature set, then
stabilizes. The third GAN architecture removed the most features, which explains its superior
evasion capabilities.
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Number of removed features
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Attack: Number of removed features vs. Top-K Features
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Figure 18: Removed Features vs. feature vector sizes.
Removed Features vs. feature vector sizes.
Attack: ASR when considering non-removal vs. Top-K Features
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Figure 19: Attack Success Rates for feature addition only.
Attack Success Rates for feature addition only.
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We also evaluated the strategy of allowing only feature additions to avoid breaking the final
binaries. Figure shows the ASR achieved by all GANS while employing this strategy. The
removal restriction significantly affects all GANs, reducing their evasion capabilities. Even the
third GAN, which was previously close to 100% ASR, now exhibits an ASR of at most 80%.
Again, DLL evasion becomes impractical in all cases.

Verdict: Increasing the feature vector size makes the evasion problem more difficult,
although the GANs can still generate a significant number of evasive samples. The
number of added and removed features grows at most linearly with the size, remaining
stable in relative terms. However, because almost all samples are affected by feature
removal, the generated samples may also be functionally broken. Limiting GANs to
feature addition significantly reduces GAN performance across all cases and renders
evasion of DLLs impractical.

RQ2.8 How do GAN-based attacks transfer between detectors? We proceeded with our investi-
gation by adding real-world constraints to the experiments. Our previous experiments assumed
an ideal scenario in which the substitute detector had the same architecture as the black-box
detector. However, in the real world, targets (e.g., AVs and ML detectors) might have archi-
tectures that differ from the GAN’s surrogate model. Thus, it is key to understand how GAN
attacks transfer across detectors to assess their generalization.

We tested this by generating attacks with one GAN and detecting them with the substitute
detector of a different one. We also tested the generated samples against a detector of a different
architecture (the NFS model [I7]). We selected this model as a reference due to its open-source
availability and its validation in a malware evasion challenge, which makes it very aggressive at
classifying samples as malware. We coupled the GANs with the NFS model by directly feeding
the GAN feature vector into the NFS feature extractor. The NFS features not considered by
the GAN remained unchanged in the NFS model and were therefore still used for classification.

Table 2: Attack Transference. EXE files.

G1/S G2/S G3/S G1/L G2/L G3/L NFS
G1/S 99% 3% 16%  21% 0% 5% 0%
G2/S 33% 9%  12%  10% 0% 5% 0%
G3/S 100% 99%  100% 0% 0% 97% 0%
G1/L 5% 12%  83%  95% 0% 05% 0%
G2/L 0% 1% 9% 0% 100% 0% 0%
G3/L 0% 100% 0% 0% 0% 100% 0%

Table [2| shows the ASR for the EXE files across three GANs (1, 2, 3) in their (S)mall (150)
and (L)arge (1500) configurations. The first column shows the generator, and the remaining
ones show the detectors. The diagonals exhibit high values because this is the ideal scenario in
which substitute and black-box models share the same architecture. The other cells represent
attack transferability rates. It is noticeable that the different GAN architectures significantly
affect ASRs. no GAN-generated attacks that completely transferred to all other architectures
simultaneously. Increasing the feature set size did not affect transferability, as the architecture
plays a greater role. GAN3 achieved the biggest number of transferability cases, reaching 100%
ASR in some scenarios. When we consider the NFS model, no attack transfer is observed, thus
reinforcing that the model architecture and features are key to attack transfer.

Table[3|shows the ASR results for the same experiments but for the DLL files. Once again, the
results vary substantially with the detector architecture. In this case, the impact of the feature
set, size is clearly observed: GANS3 exhibited significant ASR on the small set and negligible
performance on the large one. Also, in this case, the GAN attacks transferred to NFS, even at
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Table 3: Attack Transference. DLL files.

G1/S G2/S G3/S G1/L G2/L G3/L NFS
G1/S 99%  73% 43%  66% 2% 3% 24%
G2/S 38% 9% 3%  99% 0% 38%  31%
G3/S 8% 9%  100% 99%  99% 9% 0%
G1/L 8%  22% 80%  98% 0% 7% 98%
G2/L 24%  11%  50% 4% 8% 1% 94%
G3/L 0% 0% 0%  99%  100% 100%  98%

a high rate (98%). The increased attack transfer rate observed for DLLs relative to EXEs is
hypothesized to result from DLLs having more data to consider (their function exports), thereby
making the GAN’s output closer to the NFS model.

Verdict: Attack transference is possible, even completely (100%), but this is rare.
In most cases, the attacks only partially transfer. Attack transference is largely
architecture-dependent. Transference to different models was observed for DLLs but
not for EXFEs.

RQ2 Summary. Our experiments demonstrate that GANs are efficient evasive generators at
all scales, but the bigger the scale, the more functions are removed, and thus the more samples
are broken. Thus, the only way to make GANs effective in the problem space is to couple them
with the LLM generators, as we propose. This coupling should differ between DLLs and EXEs,
as their behaviors are distinct.

5.3 RQ3. Does the GAN-LLM combined approach produce more viable
binaries?

Once we characterize GitHub Copilot and GANs, we can use their identified best strategies and
parameters in combination. In further experiments, we ask GitHub Copilot to generate malware
and test it with the GANs. We select only the previously validated functional GitHub
Copilot samples for this test to establish ground truth. The samples are submitted to the
GANSs for detection using surrogate models and for transferability evaluations. The detected
samples are then modified by the GANs under their best settings (e.g., wrt. feature set size),
and a request to code the proposed modifications is forwarded to GitHub Copilot. The resulting
modified binary is then re-tested in the GANs and substitute models in an iterative process.
RQ3.1 How evasive are the samples originally created by GitHub Copilot? We tested all GitHub
Copilot-generated samples against the previously presented GANs and the NFS model. The first
line in Table [4] shows the results for the GANs trained with the previously presented datasets.
We observe low detection rates across all GANs, indicating that GitHub Copilot can generate
evasive malware.

Table 4: Attack Detection. GitHub Copilot-generated malware.

G1/S G2/S G3/S GI/L G2/L G3/L NFS
Original 27% 69% 0% 37% 74% 56% 100%
Retrained 100% 100% 100% 100%  100%  100%  100%

Low detection rates result in a few samples triggering the GAN generation processes. Thus,
we adopted an Adversarial Retrain (AR) strategy to exercise it as much as possible by comple-
menting the previous GAN training with GitHub Copilot-generated malware. The second line of
Table [l shows the detection rate for the hardened models. We conclude that AR is an effective
defense against GitHub Copilot-generated malware.
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Verdict: GitHub Copilot-generated malware is evasive against naive GAN detectors.
Adversarial retraining is an effective defense.

RQ3.2 What is the detection rate of GitHub Copilot-generated malware after GAN-based func-
tion addition? We proceed by measuring the impact of GAN’s feedback on the detention of the
generated code. We initially evaluated the impact of allowing GANs to add only new functions
to the binary, as this is how GANs have traditionally been used. This experiment considered
only samples initially detected as malware by the GANs. The attacker aims to add the GAN-
suggested functions to make samples evasive.

Table 5: Evasion Rate. GAN-based dead code addition.

GAN1 GAN2 GAN3
1 Iteration +13% +14% +16%
3 Iterations +15% +21% +22%

Table [5] shows the rate of modified samples that can evade detection compared to the original
detection rate for each classifier in their best settings. The first line shows the increase rate at
the first time (first iteration) when a GAN is applied to a given binary. We notice that all
GAN-+GitHub Copilot combinations could generate concrete evasive samples to some extent.

Verdict: The addition of GAN-suggested dead code to the GitHub Copilot-generated
malware increases their evasiveness, thus demonstrating the benefits of coupling GANs
to the LLMs.

RQ3.3 What is the success rate in dead code addition? Previous results (RQ2.6) showed that
GANs were effective (>80%) in generating AEs via dead code addition. However, the pre-
vious result (RQ3.2) showed that although still effective, the numbers achieved by GitHub
Copilot+GAN are smaller in practice. The root cause is that GitHub Copilot cannot always
generate compilable code for the required functions (RQ1.2), so we skipped these cases during
generation. This results in the final binary not presenting all functions suggested by the GAN,
but an approximation of them.

Table 6: Code Gadgets. Code generation success rate.

Affected GAN1 GAN2 GAN3
Samples (%) 60,00% 99,00% 64,00%
Samples (# Funcs) 2,44 (5.5%) 3,22 (30%) 4,04 (15.6%)

Table [6] shows the rate of samples affected with at least one failed dead function generation
attempt, the rate of skipped functions per sample, and the relative rate of skipped functions
over the total amount of dead functions requested. The results show that GitHub Copilot is a
bottleneck in the integrated malware generation process, as GANs are easier to train to suggest
functions to add than to generate code for them.

Verdict: Different GAN architectures result in the suggestion of different functions
(and at different numbers) to be added to the GitHub Copilot-generated malware. The
GitHub Copilot and GAN’s error causes are nested, as some of the GAN suggestions
cause GitHub Copilot to produce non-compilable code in the first iteration.

RQ3.4 Do more GAN iterations help? Since GitHub Copilot may not produce compilable code
with a single request, our key insight is to make the malware construction iterative by applying
GANSs on top of a previously modified sample with GAN feedback. There are two hypotheses

29



behind it: First, if the GAN requests the same function as in a previous round, GitHub Copilot
will have a second chance to produce compilable code. Second, the functions added in previous
rounds might change the probability that GANs add functions, so the next GAN request might
be for a different function, with a new chance for GitHub Copilot to learn to generate compilable
code for it. We evaluated these hypotheses by submitting the previous samples to multiple (3)
GAN iterations (limited due to computational resource constraints). Tables |5 and [7| show that
more iterations indeed increase the ASR. We investigated the root causes of evasion and found
that most of it (97.7%) is due to GANs repeatedly requesting the same functions over iterations,
thereby giving GitHub Copilot additional opportunities to succeed. In other cases (2.3%), this
occurs because the GANs request different functions, thereby indicating the potential for iterative
malware generation.

Verdict: More GAN iterations improve malware-generation efficiency. Their effect is
twofold: increasing evasiveness by suggesting alternative implementations and giving
GitHub Copilot a second chance to generate a compiled building block that previously
failed.

RQ3.5 What is the detection rate of GitHub Copilot-generated malware after GAN-based func-
tion removal? To conclude, we evaluate the effect of letting GANSs also suggest removing functions
(the ideal scenario from RQ2.1). Note that we are not removing functionality but allowing GANs
to suggest LLMs to prevent the inclusion of detectable functions. Also note that we are not
breaking the binary functionality as done by naive GAN approaches (RQ2.5), but using LLMs
to generate code with the same original semantics but without using the functions suggested by
the GANs, as designed.

Table 7: Evasion Rate. GAN-based function removal.

GAN1 GAN2 GAN3
1 Iteration +21% +40% +42%
3 Iterations +22% +44% +54%

Table [7] shows that the evasion increase via function removal is greater than via dead-code
insertion (Table [5). Thus, we conclude that integrating GitHub Copilot and GANs allows
GANS’ performance to reach values closer to the ideal (RQ2.1) than limiting their operation to
addition-only (RQ2.6).

Verdict: GAN’s guidance makes GitHub Copilot’s generated samples more evasive
(compared to their standalone GitHub Copilot baseline). The more iterations, the
greater the stealthiness.

RQ3.6 Does the GAN-LLM method produce more evasive malware than other AE generation
methods? We also evaluated how our GAN-LLM solution compares with traditional AE gener-
ation strategies: byte-based [20], FGSM, header modifications, and Dropper (packer) embed-
ding [I7]. The comparison is not straightforward, as GAN-LLM operates at the source-code
level, whereas traditional AE generators operate only at the binary level. We compared our
solution with theirs in a restricted scenario in which ours operated only on the dropper layer of
the binary, not on the embedded payload, to demonstrate that we still achieved superior per-
formance. We conduct classic AE testing using two classic detectors: byte-based Malconv [43]
and PE function-based NFS [I7]. In all cases, we started with samples detected as malware and
aimed to flip their labels to benign.

Table [§] clearly demonstrates how each attack targets a different threat model and thus
performs better against a different model. Byte-based attacks are completely effective against
Malconv but not against NFS, and vice versa. GAN-LLM is positioned as a solution closer to
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Table 8: Attack Success Rate (ASR);

Attacks
Defenses FGSM Drop. G-G(1) G-G(10)
MalConv 100%  44% 34% 54%
NFS 22% 100% 88% 99%

PE-based operation; thus, its performance with a single iteration is similar to the dropper’s.
With more iterations (e.g., 3), GAN-LLM achieves the same performance as the dropper, since
it generates a dropper with dead functions to bypass NFS. Interestingly, with a large number of
iterations (e.g., 10), GAN-LLM can perturb the PE bytes to a significant extent, causing flips
even in the Malconv model, which operates under a different threat model. While GAN-LLM
is not efficiently tuned for byte-flipping, it still performs, demonstrating the power of changing
internal function implementations to generate diverse binaries.

Verdict: AEs’ success depends on the type of feature (threat modeL) they target. Our
GAN-LLM achieves performance comparable to the SOTA AFE for its own threat model
(PE header detectors) and, as a side effect, perturbs detectors for a different threat
model (byte detectors).

RQ3 Summary. Our experiments demonstrate that guiding GitHub Copilot malware genera-
tion with a GAN indeed yields more (and more evasive) samples, either because GANs suggest
more diverse function implementations, or because the iterative malware generation process gives
GitHub Copilot a second chance to re-implement previously-failed building blocks in a different
way. This yields evasion rates comparable to the SOTA for AE generation against PE header-
based classifiers. The number of added functions varies according to the GAN architecture.

5.4 RQ4. How do the created AEs transfer to the real world?

To evaluate the impact of the generated malware samples, it is key to verify their detection by
the market detection solution. To that, we perform attack transferability testing against AVs.
We remind that all samples are functional according to the sandboxing tests previously reported
in Table[1] The reader can check samples execution in VirusTotal’s sandboxed!||F]

RQ4.1 What is the AV detection rate of GitHub Copilot-generated malware? We followed the
strategy from related work [7] and submitted all generated (and functionally validated) samples
to VirusTotal over 2 weeks, thereby simulating a server-side polymorphic distribution. This
test aims to verify whether AVs recognize the generated samples as real threats (rather than
prototype artifacts) and to establish a baseline for the AV detection evasion rates induced by
the GAN-suggested manipulations, which are evaluated in subsequent experiments.

Figure [20| shows the distribution of the detection rate for the multiple (20K+) samples
(all variants/queries) in their multiple formats (EXEs and DLLs). All generated samples were
detected by at least one AV, indicating that GitHub Copilot can generate binaries that are
actually recognized by AVs. Whereas most samples were detected by multiple AVs, hundreds
of samples were detected by only a few (or none), indicating that the strategy is viable for
creating evasive variants in the long tail-i.e., that the attackers will succeed in creating a final

"https://www.virustotal.com/gui/file/f4e5097d2ea3cf0beb099e32¢7261578590a7a3c40c3b1c8d71c3ddf 1e5bf220/
behavior

“https://www.virustotal.com/gui/file/ab4330b8aaal6861231816aa760b50de917333256d92202cbceb963189£678dfe/
behavior

“https://www.virustotal.com/gui/file/d9ce06b2cdf15163adf648178bc22101d05b0c4c9adacee684b02703¢5d9bb19/
behavior
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Figure 20: VirusTotal Detection. Original GitHub Copilot malware.
VirusTotal Detection. Note that hundreds of samples are detected by no AV (scaling issue).

evasive malware instance if they keep repeating the process until this point. While the process
might not be necessarily query-efficient, this is not a requirement for attackers, who optimize
for effectiveness. Remember the lemma: defenders must cover all breaches, while attackers need
only find a single gap. The presented EXEs curve with 2 Gaussians is due to the AV updates
occurring in between [9]. This result aligns with the ones obtained for GPT-3 [7].

Verdict: GitHub Copilot produces binaries that AVs recognize as malware. Most sam-
ples are detected, but hundreds have low detection rates. This long-tail effect is consis-
tent with observations of GPT-8 malware.

RQ4.2 Are the DLL detection rates different? Previous results revealed that typical EXEs and
DLLs present different characteristics for both attacks and defenses. Therefore, it is key to
evaluate if these same differences are present in AV detection rates. To that, we regenerated the
same malware building blocks as before, but now compiled them as DLLs to test their detection
by AVs. Figure 20| shows detection rates broken down by EXEs and DLLs. It is noticeable that
DLL samples are detected by fewer AVs than EXEs, a systemic AV weakness. The Gaussians are
not observed as the detection of DLLs did not grow over time. We highlight that this difference
in results across binary structures is often overlooked in many ML-for-systems papers, yet it
should not be neglected, given its significant impact.

Verdict: GitHub Copilot-generated DLL malware samples are less detected by Virus-
total’s AVs than EXFEs.

RQ4.3 Are the GAN-adversarial samples detection rates lower? We also measured attack trans-
ference for the GAN-generated samples to evaluate the hypothesis that the samples modified
by GitHub Copilot after GAN instructions are more evasive to AVs than the original GitHub
Copilot-generated samples.

Table 9: AV Detection (#) vs. GAN Iterations.

Iteration 0 Iteration 1 Iteration 2 Samples (#)

GAN1 48 8 (-0%) 47 (-2.08%) ~416
GAN2 56 55 (-1.78%) 55 (-0%) -356
GAN3 54 53 (-1.85%) 46 (-14.81%) -3277

Table [9 shows the average number of Virustotal AVs detecting the set of samples that were
modified by the GANs (we discarded the originally evasive samples). We notice that the samples
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are on average more evasive after GAN-instructed modifications. We also notice that more

iterations make the samples become more evasive on average. The effect is more notable for the
GANS.

Verdict: GitHub Copilot-generated samples after GAN instructions are more evasive
to AV detection than baseline GitHub Copilot’s malware. The more GAN iterations are
performed, the more evasive the samples become. The GAN architecture also affects
attack transference rates to AVs.

Individual samples were affected beyond the average/ Since an attacker might focus on
specific variants, we here take a further look at the extreme effects, i.e., the most affected samples.
It is important to note that the average is significantly affected by samples whose detection rates
were not influenced by the GANs (44%, 55%, and 37% for GANs 1 to 3, respectively).

AV Detection: GAN Effect vs. Iterations
GAN 1 (Iteration 1) 20 GAN 1 (lteration 2)

g - _
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Figure 21: AV Detection rates. (In/De)crease vs. GANs.
AV Detection rates.

Figure 21| shows the distribution of samples (in multiples of 10K) according to the number
of AVs that changed their minds over the multiple iterations, discarding the ones that remained
stable (the 0 line). We report results as the difference between the number of detected AVs
in the first GAN iteration over the original sample and in the second GAN iteration over the
first GAN iteration. We observe that, for affected samples, most saw a decrease in detection
rates across 20 VirusTotal AVs, indicating that GANs are effective against real detectors. Some
samples, however, exhibit increased detection rates with the addition of functions. The results
also hold across iterations. The second iteration reduced the aAV detection rate compared to
the first round, and the original samples were included.
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Verdict: Individual samples are significantly more affected than the average. While the
GAN modifications might increase AV detection for some samples, they can completely
evade AVs (>20 evasions per iteration) for many (thousands) samples.

RQ4 Summary. Both pure GitHub Copilot-generated malware and GAN-modified malware
can be evasive to AV detection at significant numbers. GAN-modified samples indeed become
more evasive, as expected. The previously observed evasion pattern extends to AVS: the more
GAN iterations, the more evasive the samples become. However, the effects are observed at
different scales, both across all samples and in individual samples, reinforcing that the attacker’s
advantageous position stems from the approach’s long-tail strategy.

5.5 Application: Predicting Future Threats

We believe the main reason a defender uses a synthetic malware generator is to retrain adversarial
classifiers. We hypothesize that our approach can “predict the future” by generating novel mal-
ware with features (i.e., not previously observed by a classifier) and that it enables classifiers to
become more robust via retraining on these samples. We tested this hypothesis using the classic
experiment that compares the classifier’s performance with and without adversarial retraining
on the generated samples. More specifically, we conducted a classic concept-drift experiment on
our dataset by splitting it into disjoint training and test sets to avoid data leakage [5]. We ran
the experiments on the NFS detector [I7], which served as the reference in previous experiments

(RQ2.8).

Table 10: Adversarial Retraining as a Mitigation.

Model Train Test Model Train Test
Original (AUT): 99.3% 78.54% Retraining (AUT): 98.7% 89.45%

Table shows the performed experiments’ results. Both classifiers learned the training
dataset well, and their performance degraded over time (train vs. test set results), as ex-
pected. However, the classifier without adversarial retraining degraded substantially more,
thereby demonstrating that generating synthetic yet valid malware samples is an effective strat-
egy for mitigating the studied threats.

Verdict: The GAN-LLM generated samples can be used not only for adversarial re-
training strategies aiming for increased robustness to evasion, but also as a temporal
data augmentation approach for retraining classifiers to resist concept drift.

6 Conclusion

We proposed coupling GANs and LLMs to bridge the gap between the problem and feature spaces
and to efficiently produce AEs that outperform ML-based malware detectors. We implemented
3 GANs and integrated them with GitHub CoPilot for code generation and compilation. We
found that CoPilot samples are evasive against many GANs and AVs, and that adding a GAN
feedback loop increases the likelihood of evasion. The more GAN iterations, the greater the
evasion.

Ethical Concerns. Our concern is that attackers integrate GANs and LLMs to deploy malware
in massive numbers through automated creation. We do not intend to teach attackers how to
generate malware. They will learn on their own [I8]. Our position is that it is better to know an
attack is possible before the attackers do so, so we can anticipate rather than catch up with them.
Thus, the strategies for generating malware and defending against it are hereby disseminated
to a wider academic community, and the generated samples have been shared on VirusTotal for
community AV detection.
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Future Work. Current works are limited to relying on externally defined malicious targets,
either malware behaviors in previous works or GAN-specified functions in ours. In future work,
we will investigate the LLM’s ability to generate malware from more general definitions than
those manually specified by attackers.

Reproducibility Limitations. We generated the samples using Copilot 1.250 with GPT-40 in
VSCode 1.96, always using the default configurations. No compiler optimization was performed.
All VirusTotal scans were performed fresh over a continuous two-week period, immediately after
the sample compilation. IOCs were checked for 100% coverage using VirusTotal’s own sandboxes.
We acknowledge that LLM research is time-sensitive and that attempts to reproduce our results
may not yield exactly the same numbers due to the evolution of tools and models. We do expect
our conclusions to hold for the processes to which malware generation is subject if the same
methodology is employed.

Reproducibility Effort. To allow the full reproduction of our presented results and mitigate
the above-discussed limitations, we are making all prompts, scripts, samples, and sandbox logs
available at: https://github.com/marcusbotacin/Automated.Malware.Generation
Acknowledgments. We thank the National Science Foundation (NSF) for the support via the
CNS 2327427 grant.
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A

Building Blocks Implementation

In this section, we qualitatively detail the implementation choices proposed by GitHub Copilot
for the requested malicious Building Blocks (BBs).

BBI1.

Debugger Identification:

BB2.

IsDebuggerPresent. The most frequent detection method is to call this API in the
context of one’s own process.

CheckRemoteDebuggerPresent. The remote version of the above API. Common vari-
ations involve retrieving the process handle to pass as a function argument.

IsDebuggerPresent + CheckRemoteDebuggerPresent. A common variation that
attempts to check the presence of the debugger using the two APIs.

PEB check via API. This method checks the debug flag in the Process Environment
Block (PEB) struct by parsing it at a high level. This code explicitly declares the PEB
struct.

PEB check in ASM. This method checks the debug flag in the PEB structure by directly
accessing the PEB struct via inline ASM, requiring no struct declaration.

NtQuerySystemInformation. Checks for the presence of a debugger by retrieving
system information from the API. This method, in fact, checks for the presence of a kernel
debugger.

Debug Registers. This method emits inline assembly to check if debug registers are set
or not.

Exception Triggering. This method emits inline assembly to purposely cause a division
by zero and trigger its exception mechanism. The exception is not triggered if a debugger
first traps it.

CPU Identification:

CPUID Intrinsics. This method emits compiler intrinsics for the CPUID instruction to
retrieve the processor vendor. The variants for this method consist of multiple ways to
handle the resulting vendor string.

CPUID Inline ASM. This method is a variation of the above method in which the
compiler intrinsic is replaced by the inline assembly for dispatching the same CPUID
instruction.

GetSystemlInfo. This method invokes a system API to retrieve system information.
The variations involve checking different struct fields, such as the ProcessorInformation,
ArchitectureInformation, or OEM information.

IsFeaturePresent. This method checks if the processor has a specific feature. Intel
features are used as a proxy for identifying an Intel processor.

GetEnvironmentVariable. This method performs a check for a ProcessorIdentifier
variable to identify the host CPU. This method might fail, as this variable might not
always be set on a system.
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BB3.

Register Key Check. This method performs a check for a CentralProcessor key under
the Hardware tree for CPU information.

AutoRun Setting:

BB4.

RegSetValueKey. All variations used this API function call as it is the interface to write
in the registry. Variations from these methods are: (1) in the way keys are created (directly
using the CreateKey function or later invoking the OpenKey function; (2) the API versions
used to manipulate the register (OpenKeyEx vs. OpenKey); and (3) clean-up actions (some
code versions do not close key handles).

XOR Encoding:

BB5.

Bytewise-XOR. All variations of this method implemented a byte-wise XOR in a for
loop. The observed variations are due to the way the stop condition is identified. Some
versions assumed that the key was a string of fixed size (hardcoded); some measured it
using strlen, and others evaluated it via an IF inside the loop.

DLL Injection:

CreateRemoteThread. All variations of the building block were implemented using the
same traditional DLL injection approach. No other injection technique was generated by
GitHub Copilot. The variants for this implementation are: (1) how to get the process
handle; (2) how (and if) verify for errors; (3) thread management, i.e., if suspend the
processes threads or not, if resume threads or not, or if wait for thread termination or not;
and (4) clean up routines, i.e., if the code closes handles or not and if it free allocated
temporary buffers or not. An important aspect to highlight is that, in many cases, the
implementation variants are in the use of static or dynamic linking. In many cases, the
resulting code relied upon dynamic function imports (e.g., via GetProcAddress). Dynamic
function resolution is common in malware samples — especially those that inject DLLs.
We hypothesize that GitHub Copilot generated code in this manner because it might
have been trained on educational malware code databases containing the code to mimic
obfuscated DLL injectors.

BB6 Load From File:

e C API. This method uses the native C APIs (e.g., fseek and fgetc) to manipulate the

BB7.

files. Variations of this approach concern whether the generated code closes the open
handles.

WinAPI. This method differs from the above by using the Windows API functions (e.g.,
OpenFile and ReadFile) instead of the native C ones. Variations from this method are
in the different manners to handle a file (e.g., CreateFile and OpenFile can be used
interchangeably).

Decode Base64:

Manual Algorithm Implemenation. In this method, the GitHub Copilot outputs code
to implement the base64 algorithm directly by subsequently manipulating the encoded
string.

CryptStringToBinaryA. The invocation of this API is the natural way to decode base64
via the Win API. Variations from this method involve the different flags passed as argu-
ments and the use (or not) of an auxiliary buffer. It is important to note that, as with the
DLL injection building block, GitHub Copilot also generated dynamic function-resolving
code in this case. Our hypothesis for that is, once again, based on its frequent use by
malware and the training on educational security repositories.
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BBS.

Shellcode Execution:

BB9.

CreateThread. This method consists of creating a new thread to run the shellcode as a
new function.

Pointer Execution. This method consists of changing the permission of the memory page
hosting the shellcode to executable and running it from the memory address. Variations
from this method include the use or not of auxiliary buffers.

Delete File:

WinAPI. This method consists of using the WinAPI functions (e.g., DeleteFile) to
manipulate the file. Variations are in the check for corner conditions (e.g., if the file is
NULL).

C API. This variation consists of using the C API functions (e.g., remove) to manipulate
the file.

BB10. Delete Itself:

GetModuleHandle + DeleteFile. This method used the WinAPI functions to identify
the current process’s file and remove it.

CMD Argument. This method identifies the current process’s file as above, but removes
it by passing a removal argument to a newly spawned shell (CMD).

BAT file. This method works similarly to the above one, but the removal command is
written to a new .bat file. The file is executed via the system API call.

MoveFile to NULL. This method identifies the current process’s file as above but re-
moves the file by moving it to a NULL location via setting the file attributes flags in the
function invocation parameters.
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